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Safety 101: Virus-fighting utilities

WildfireDecryptor tool for restoring files encrypted with Wildfire
Locker

Back to "Virus-fighting utilities"
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Wildfire Locker ransomware encrypts user files and makes it impossible to use them. To decrypt such files,
we have designed the WildfireDecryptor tool.

WildfireDecryptor decrypts files with .wflx extension.

How to restore files

To decrypt files:

1. Open and extract the WildfireDecryptor.zip archive, using an archiver (for example, 7zip).

2. Double click the left mouse button at WildfireDecryptor.exe.

et

WildfireDec...
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3. In the User Account Control (UAC) window, enter the password with the administrator permissions

and click OK.
4. In the Kaspersky WildfireDecryptor window, specify the folders with the files to scan: click the

Change parameters link.
=

al Report

Kaspersky WildfireDecryptor

Fle decryptor tool

Ready to scan

This utility & designed to decrypt files encrypted by
Wildfire Locker.

For successful decryption you need to specify the path to one of encrypted
files. Please save all open documents before scan.

{73 Change parameters

!“/ Start scan

About Full protection against mabware

5. In the Settings window, Objects to scan section, select the drives to scan. To remove encrypted files
after the scan, select the corresponding check box in the Additional options section.

6. Click OK.
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1 # B8 rRemovable drives
[T & Network drives

Additional optiens
Delete crypted files after decryption

Restore defaults

7. In the Kaspersky WildfireDecryptor window, click Start scan.
=

al Report

Kaspersky WildfireDecryptor

Fle decryptor tool

Ready to scan

This utility 15 designed to decrypt files encrypted by
Wildfire Locker.

For successful decryption you need to specify the path to one of encrypted
files. Please save all open docurments before scan.

€% Change parameters

About  Full protection against malware

8. In the Specify the path to one of encrypted files select a folder for the file. Click Open.
9. To view information about the scan task, click Details.
10. To view the history of performed scans, in the upper right corner of the
Kaspersky WildfireDecryptor window, click Report.
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Kaspersky WildfireDecryptor

File decryptor tool

Scan completed

Duration: 01:32:30

Processed: ] U-bjECtS

Found: 0
Decrypted: ]

{3 Change parameters

@ Start scan

About  Full protecton against malware

Was this information helpful?
Yes No
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Thank you!

Thank you for submitting your feedback.
We will review your feedback shortly.
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