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Safety 101: Virus-fighting utilities

The ShadeDecryptor tool for fighting Trojan-Ransom.Win32.Shade
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The Trojan-Ransom.Win32.Shade malware encrypts the files on the user's computer and makes them
unaccessible. To decrypt such files, we have developed the ShadeDecryptor tool.

ShadeDecryptor can decrypt the files with the following extensions: .xtbl, .ytbl, .breaking bad,
.heisenberg.

First, the tool searches for the decryption key in its database. If the key is present in the database, the files are

decrypted and become accessible. If the key is not present in the databases, the tool sends the request to the
server in search for additional keys. This action requires access to the Internet.

How to decrypt files

To decrypt the files:

1. Download the ShadeDecryptor.zip archive and extract the files using a file archiver (for
example, 7zip).
2. Doublle-click the ShadeDecryptor.exe file.
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3. In the User Account Control (UAC) window, enter the administrator password and click Yes.
4. In the Kaspersky ShadeDecryptor window, specify the scan scope by clicking Change parameters.

=T
Kaspersky ShadeDecryptor

File decryptor tool il Report

Ready to scan

This utility 5 designed to decrypt files encrypted by
Trojan-Ransom.\Win32.Shade.

For successful decryption you need to specify the path to one of encrypted
files. Please save all open documents before scan.

Please note that in order to reguest the decryption key,
the utiity will need to access the Intemet

{2} Change parameters

";, Start scan

Ahout  Full protection against mahware

5. In the Settings window, select the drives to scan in the Objects to scan section. To delete the
encrypted files after scan, select the check box in the Additional options section.

6. Click OK.
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P Settings E

Hard drives
Removable drives
Metwork drives

Additional options
[l IJeIete crypted files after decryption

Restore defaults

Kaspersky ShadeDecryptor

File decryptor tool ol Report

Ready to scan

This utility 5 designed to decrypt files encrypted by
Trojan-Ransom.Win32.5hade.

For successful decryption you need to specify the path to one of encrypted
files. Please save 3l open documents before scan.

Please note that in order to reguest the decryption key,
the utiity will need to access the Intemet

%) Change parameters

!‘;, Start scan

About Full protection against malware

8. In the window Specify the path to one of encrypted files, select the location of one of the files.

9. Click Open.
10. If the tool is unable to detect the infection identification, it will request a path to the readme.txt file.
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| README1.txt - Notepad — O e
File Edit Format View Help

All the important files on your computer were encrypted.
To decrypt the files vou should send the following code:

to e-mail address - or -

Then you will receive all necessary instructions.

All the attempts of decryption by yourself will result only in
irrevocable loss of your data.

11. To view the information about the scan, click the details link.
12. To view the history of performed scans, click Report in the upper-right corner of
the Kaspersky ShadeDecryptor window.

=]
Kaspersky ShadeDecryptor

Fle decryptor tool ||| Report

Scan completed

Duration: 00:01:13
Processed: ] ubjects,
Found: 0

Decrypted: ]

{3 Change parameters

@ Start scan

About  Full protecton against malware

Was this information helpful?
Yes No
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Please let us know how we can make this website more comfortable for you

Enter your feedback
here (max. 500 y

Send feedback Send feedback

Thank you!

Thank you for submitting your feedback.
We will review your feedback shortly.
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