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Petya ransomware, along with its variant GoldenEye, has struck governments, companies
and individuals worldwide. This ransomware outbreak is so disastrous that even those who

have patched their Windows systems may still get attacked, causing huge financial losses. b

To fight against cybercriminals, 360 has created Ransomware Decryption Tool to save
computers hijacked by ransomware. This tool can bring back files from more than 80
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To unlock a Petya-infected PC, please take the steps below.
[ Decryption instructions for the Petya's GoldenEye variant]
1. Download 360 Ransomware Decryption Tool

2. Open 360 Ransomware Decryption Tool and click the yellow banner on the top to start
the decryption process.
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Decrypt files encrypted by the malicious program

Still annoyed by ransomware? Get document protector now to terminate it.

he file ir Ccx Settings

3. Enter your personal decryption code in the ransom note (See the red box highlighted in
the screenshot below). 360 Ransomware Decryption Tool will start calculating the
decryption key.
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Ge to the forum and see more details

4. Get your decryption key.
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n the right is an example)
y. Enter the key in blackmail interface.

If the input is wrong and notification says Incorrect key, Please try again, please restart your computer to re-enter it,

Decryption key [aa5-11flcabe928e069?4f990034534cf

Enter vour decryption key to the infected PC

Go to the torum and see more details.

5. Enter the decryption key on the ransom note to unlock your PC,
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key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Dounload the Tor Brouser at "https://uwuu.torproject.orgs”. If you need
help, please google for "access onion page".
2. Visit one of the following pages with the Tor Browser:

http:7/goldenhjngucZlld. onion/pTdymco8
http:-/goldenZugpiqcs6j.onion/pTdymcod

Enter your personal decryption code there:

pTdymc-o8f8RS-KHOXeC-LNaQ9d-yui30i-78MCMk-FS jjRL-riJAXC-4oY¥ jfZ-aPSafC-
1p j1R6-kmNd4q-oeLdxs-RGsfRq-sCdHql-gp6203

If you already purchased your key, please enter it below.

Key: aa541flcabe928eB6974199dB345adcl _

6. Important Note: If you entered the key incorrectly, you would see the message below. In
this situation, do not continue to enter the key. Reboot your PC and enter the key again.
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1. Douwnload the Tor Browser at "https://www.torproject.orgs". If you need
help, please google for "access onion page™.
2. Visit one of the following pages with the Tor Brouser:

http://goldenhjnguc2lld.onion/pTdymco8
http://golden2uqpiqcs6j.onion/pTdymco8

Enter your personal decryption code there:

pTdymc—o8fBRS-RUOXeC-LNal9d-yui30i-78MCMk-FSj jRL-riJAXC-4oYjfZ-aPSafC-
1pj1R6-kmMNd4q-oeLdxs-RGsfRq-sCdHql-gp6Zo3

If you already purchased your key, please enter it below.

Rey: aab541f1cabe928eB8697f99dB345a4dcyg
Incorrect key! Please try again.

Rey:

7. Now your operating system is unlocked.

Company News

Please reboot your computer!?
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the GoldenEye ransom note.)

You became victim of the PETYA

The harddisks of your computer
encryption algorithm. There is
key. You can purchase this key

RANSOMUARE!

have been encrypted with an military grade
no way to restore your data without a special
on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy

steps:

1. Download the Tor Browser at

"https://uun. torproject.orgs". If you need

help, please google for "access onion page".

2. Visit one of the following pages with the Tor Browser:

http:7/petya3?hS5tbhyvki.onion/4UvABR
http://petyabkoahtsf7sv. onion/4HvABR

Enter your personal decryption code there:

78MUJ8-x1Hx6k-L9XBqp-Ea¥YWBz-

WFrprN-3EDkHe-HR35DB-neAcS j-Dbs2q2-03id jC-

BRbMES-dDZ2J6g-JZHZRe-k2qNTU-DkutTr

If you already purchased your key, please enter it below.

Rey: JapHT1gaPEBLtdwT_

After entering your decryption key, you will see the message below. This means your system

has been unlocked.
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If you are using Windows 7 or a later version, Petya encrypts not only your system but also
files in the infected PC. The hijacked files are appended with an 8-character extension name.
The ransomware also creates a file “YOUR_FILES_ARE_ENCRYPTED.TXT" in the desktop Mors thaigaci ISR Pc
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folder.
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Zero-day vulnerability found in LastPass
Save the file in C\ Settings Note: Successful decryption is not always guaranteed.

Wait until 360 Ransomware Decryption Tool brings your files back. (Do not turn off the tool ¢ S

before the process completes, or files may be corrupted).
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Decrypt and restore Tiles encrypted and
hidden by the malicious program

Return

Scan finished: Scan finished, no encrypted files are found!
Scan path: C\Users\ 360totalsecurity\Desktop!... Encrypted files: 1 Decrypted files: 0 Time: 00:00:10
File Path Status

Di\Temp\test.doc.qgkKLtUj1t Decryption Success

Save the file in c:\ Settings

(tF the file is still .encrypted, please contact us.) Contact Us

Ransomware is not an one time attack. Check our Anti-Ransomware Arsenal, including 360
Document Protector and NSA Cyber Weapons Defense Tool, prepared to protect you
against ransomware. Your safety is 360's biggest concern of all time.

Learn more about 360 Anti-Ransomware Arsenal:

- 360 NSA Cyber Weapons Defense Tool - Protect yourself from WannaCry Ransomware
and following attacks

- 360 Document Protector - The Ransomware Terminator
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