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Safety 101: Virus-fighting utilities

Tool for decrypting files affected by Trojan-
Ransom.MSIL.CoinVault
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2017 Mar 30 ID: 13331

When the malware of the Trojan-Ransom.MSIL.CoinVault family infects the computer, it encrypts all user’s
files and shows the notification on the screen claiming money for decrypting the files.
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Use the CoinVaultDecryptor tool to restore the encrypted files. To disinfect the system and decrypt the files:

1. Run the antivirus scan

2. Restore the encrypted files with the CoinVaultDecryptor tool

The CoinVaultDecryptor restores the encrypted files in two ways:

o Using the filelist.cvlst file. The Trojan-Ransom.MSIL.CoinVault malware creates the filelist.cvlst file
on the computer. The file contains the list of encrypted files. Usually, the file is located in the
temporary folder (TEMP) or in the root folder of disk C. If you search for the filelist.cvlst manually,
enable display of hidden files and folders.

e Using the folder with the encrypted files If you cannot find the filelist.cvlst file, create a new folder
and copy the encrypted files into it.

To restore the encrypted files using filelist.cvist:

1. Download CoinVaultDecryptor.zip and run CoinVaultDecryptor.exe.
2. In the main window, click Start scan.
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Kaspersky CoinVaultDecryptor

Fle decryptor tool il Report

Ready to scan

This utility 5 designed to decrypt files encrypted by
Trojan-Ransom.MSIL.CoinVault.

For successful decryption you will need to select the list of encrypted files
(filelist. cvist).

Please save all open documents before scan.

{2} Change parameters

(‘/ Start scan

About  Full protecton against malware

3. Specify the path to the filelist.cvlst file and click Open.

Fu Specify the path to the list of encrypted files (filelist.cvlst) >
m w A ng » ThisPC » Local Disk (C) w [ Search Local Disk (C2) p
Organize Mew folder = » 1 @
i Cick aerace Mame Date modified Type
I Desktop o+ PerflLogs 10/30/2015 10:24 .. FRlefolder
", Dioiinloss o Prograrm Files 32072077 .08 PM File folder
a i f20/20017 2.4 ile fol
B Documents " Program Files (x36) 3 07 241 PM File folder
Uzers 742016 158 AM  File folder
[&| Pictures o ) ) L )
Windows 112672016 18 PM File folder
D Music | ] filelist.ovlst 3/30/20175:50PM  CVLST Fite
m Videos
& OneDrive
3 This PC
¥ Metwork
< >
File name: |filelist.cvlst w |ﬁEefi'st.cvtst bl
2 e

4. Wait until the files are found and decrypted.
5. To view the information about the task, click Details.

https://support.kaspersky.com/13331?cid=noransom&utm_source=noransom.kaspersky.com&utm_medium=referral&utm_campaign=kaspersky_n... 3/8



26/02/2018 Tool for decrypting files affected by Trojan-Ransom.MSIL.CoinVault
i B

=1
Kaspersky CoinVaultDecryptor -

Fle decryptor tool il Report

Scan completed

Duration: 00:07:25

Processed: 2 objects, details h

Found: 2
Decrypted: ]
Tested: 286 keys

{2} Change parameters

(‘/ Start scan

About  Full protecton against malware

To restore the encrypted files from the folder:

1. Download CoinVaultDecryptor.zip and run CoinVaultDecryptor.exe.
2. Click Change parameters.
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Kaspersky CoinVaultDecryptor

File decryptor tool il Report

Ready to scan

This utility & designed to decrypt files encrypted by
Trojan-Ransam.MSIL. CoinVault.

For successful decryption you will need to select the list of encrypted files
(filelist. cvist).

Please save all open documents before scan.

{*3 Change parameters

t/ Start scan

About Full protection against malware

3. In the Settings window, select the check box for Folder with encrypted files and click OK.
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[% Settings

-1 List of encrypted files (filelist.ovst)
Folder with encrypted files

Additional options

[C] Replace encrypted files with decrypted ones

4. In the main window, click Start scan.

| WY | WS- RN |

Kaspersky CoinVaultDecryptor

File decryptor tool ol Report

Ready to scan

This utility 15 designed to decrypt files encrypted by
Trojan-Ransom.MSIL. CoinVault.

For successful decryption you will need to select the list of encrypted files
(filelist. cvist).

Please save all open documents before scan.

-y Change parameters

t/ Start scan

About  Full protection against malware

5. In the warning window, click Continue.
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You need to manually copy all encrypted files
into 3 separate folder
and then press the button Continue.

WARNING!
All files in the specified folder will be forcefully processed.

6. In the Browse For Folder window, specify the folder where the encrypted files are located and click
OK.

Browse For Folder >

Spedfy the path to folder containing encrypted files

_ Desktop
» fim OneDrive

a Adrministrator
» E This PC
> g Libraries
» 5_} Metwork

decrypted files

7. Wait until the files are found and decrypted.
8. To view information about the scan task, click Details.

If the file was encrypted by Trojan-Ransom.MSIL.CoinVault, the tool will save the files to their original
location with the extension decryptedKLR.. If you select the option Delete encrypted files after
decryption, the decrypted file will be saved under the original name.

Was this information helpful?
Yes No
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Have you found what you were looking for?
Please let us know how we can make this website more comfortable for you

Enter your feedback
here (max. 500 y

Send feedback Send feedback

Thank you!

Thank you for submitting your feedback.
We will review your feedback shortly.
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